(FERPA AUDIT EVIDENCE PACK - v1.0 - 2026-04-21)

Auditor-ready .
One source of truth.

Every PIl field, every access point, every rate limit, every audit-log row, every encryption
guarantee — mapped to the file path that backs it. Your IT director and counsel can grep
our source repo and verify each claim line-by-line.

Pinnova FERPA Audit — Evidence Pack

[privacy. ferpa

1. Scope

MULTI_TENANT_V2=true

parents.json students.json


https://pinnovatms.com/privacy
https://pinnovatms.com/ferpa

2. Pll Field Catalog

2.1 students table (backend/models/student.py)
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COLUMN SENSITIVITY

PIl (high)

authorized_pickups PIl

Pl (high)

2.2 parents table (backend/models/parent.py)

SENSITIVITY

district_id

legacy_id

email

phone

relationship

2.3 users table (backend/models/user.py) — NOT FERPA

2.4 dispatches , incidents , buses , routes tables

incidents.subject_student

3. Access Points (the only routes that can read PIl)



3.1 POST /api/tenant/parent/lookup (backend/routes/tenant_api.py:225)

ASPECT IMPLEMENTATION

tenant_query(Student).filter(legacy_id == student_id)

5 [ minute per IP IP_LIMIT E:\DRIoNA I ITd (student_id,
district_id) W SUBJECT_LIMIT

FerpaAuditLog §l subject_type='student'
action="'1lookup_failed'

AuditLog(event='parent_lookup.rate_limited"')

details={reason, retry_after}

route_legacy_id

dob is NEVER returned home_address is NEVER returned emergency_contact
is NEVER returned

3.2 GET /api/tenant/driver/<driver_id>/manifest (backend/routes/tenant_api.py:194)

ASPECT IMPLEMENTATION

tenant_query(Dispatch + Student)




ASPECT IMPLEMENTATION

FerpaAuditLog
subject_type='student' j action="read'

student_id ) name ] orade ] stop_id ] pickup_tine Jf dob
emergency_contact

3.3 GET /api/tenant/dispatcher/incidents (backend/routes/tenant_api.py:158)

ASPECT IMPLEMENTATION

tenant_query(Incident)

subject_student

incident_type subject_bus l subject_route
subject_student

3.4 Superadmin reads ( /api/admin/districts/<slug>/ferpa-audit )

ASPECT IMPLEMENTATION

X-Admin-Secret




ASPECT IMPLEMENTATION

AuditLog(event="superadmin.audit_read")

3.5 District admin reads ( /api/tenant/admin/ferpa-audit )

ASPECT IMPLEMENTATION

require_district_admin

tenant_query(FerpaAuditlLog)

4. Encryption-at-rest Guarantees

KEY MANAGEMENT




cbfla@21-a2c8-4a@b-8d2b-79da2fd7cf2f
backend/db.py

5. Audit-Log Row Inventory

5.1 ferpa_audit_logs (backend/models/audit_log.py:25)

district_id wuser_id subject_id ts

_ferpa_audit(subject_type, subject_id, action)
backend/routes/tenant_api.py:46

logger.warning

5.2 audit_logs (general) (backend/models/audit_log.py:9)

parent_lookup.rate_limited
district.provisioned
superadmin.audit_read

support.contact pinnova_inbound. fallback



6. Defense in Depth

6.1 Pll never in operational logs

backend/pii_log_filter.py logging.Filter
MULTI_TENANT_V2=true PINNOVA_PII_SCRUB=true

PATTERN

Cnane-.... ) parent_nane-...

district_id

bus.last_update

6.2 Tenant isolation tested on every Cl run

backend/tests/test_tenant_isolation.py

ab0c1fo

6.3 Brute-force protection coverage

backend/rate_limit.py
backend/tests/test_ferpa_hardening.py

cf6c3b7

REPLACEMENT

<email>

<phone>

<student_id>

<dob>

<date>

<address>

<name>




6.4 Rate-limit storage caveat

check_and_record()

7. Retention

RETENTION TRIGGER BACKED BY

7 years

ferpa_audit_logs separately

8. Open Followups (not yet shipped — track here)



to_delete=true
ferpa_audit_logs
subject_student /dispatcher/incidents

subject_student

_ferpa_audit('student', incident.subject_student, 'read')

9. Sub-processors

COMPLIANCE
POSTURE

VENDOR PURPOSE DATA SHARED

10. Breach Response



security@pinnovatms.com privacy@pinnovatms.com

11. Auditor checklist (printable)

models/

tenant_query(Student |Parent)

routes/

models/audit_log.py:FerpaAuditLog
backend/tests/test_tenant_isolation.py
backend/tests/test_ferpa_hardening.py
pii_log_filter.py app.py
_PUBLIC_PREFIXES /api/tenant/*

/Volumes/JENA/Playbooks/specs/pinnova_ferpa_audit.md



